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SIMATIC Industrial Ethernet
S7CP

Parameters.  Statisics 1CP connections UDP connections |

TCP connections

Number Local IP address Partner IP address Local port Parner port Status

1 12 241 102 USTEN

2 12 41 USTEN

3 12 241 ESTABUSHED
4 12 241 ESTABUSHED
5 12 41 ESTABLISHED
6 12 41 ESTABLISHED
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{88 56 10 A8V 3R 5T, 45 9 Y

MNo. Time Source Dlestination  Protocol Length Info
1 0.000000 Ox182b 0x0001 ZigBee HA 28 Command: 0x02, Seq: 0O
2 0.000000 Ox182b 0x0001 ZigBee 52 SKKE-1
30 0x0001 ZigBee 54 Transport K

# Frame 3: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
[+ IEEE EB02.15.4 Data, Dst: Oxl43e, s5rc: 0Ox179cC
= ZigBee Network Layer Data, Dst: Ox0001, Src: Ox182b
F Frame Control Field: Data (0x0008)
Destination: Ox0001
Source: 0x182b
Radius: 8
Sequence Number: 14
= ZigBee Application Support Layer Command
F Frame Control Field: Command {(0x01)
Counter: 100
= command Frame: Transport Key
command Identifier: Transport Key (0x05) AES 128{u7%4H
Key: 0401640b010002000401640b01000200
Sequence Number: 0
Extended Destination: 00:dl:eda?:bb:T234:e7 (00:dl:e4d: a? bbh:f2:34:e7)
Extended Source: 00:9c:a923:5c:ef23:b2 (00:9cC:a9:23 508 }3r£ﬁsenj.LuLn
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€ F-Secure Router Checker—Is+ X < - X

< C & f-secure.com/en/home/free-tools/router-checker B % B e :
dTT —— — — me— mo—— "
Products v  Freetools v  Support  Download  Buyorrenew  Tryforfree 2, MyF-Secure
F-SECURE ROUTER CHECKER
The F-Secure Router Checker is a free and instant way to see if your router has \
potentially been hijacked by criminals o g A0

w!
T i

o No issues were found on your router. View results in detail.
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World's largest 1 Tbps DDoS Attack launched from 152,000
hacked Smart Devices

Powered By 150,000 Hacked loT Devices
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MIBEZ 2R -Shodan

{ | » 5 '\l
TOTAL RESULT

45,013

TOP COUNTRIES

China
United States

Hong Kong

TOP ORGANIZATIONS

10,841
10,036
7,554
4,260
2,442

Device Name
Samsung Galaxy Note 3
Motoroda Moto X (Europe)
Google Pixel XL
Google PIXEL 2 XL
Samsung Galaxy S5
OnePlus 3T
OnePlus 5
Samsung Galaxy S8 Plus
Samsung Galaxy S8
Samsung Galaxy 54
EVPADPRO BE R
EVPAD PRO SR £R 238
Asus ZenFone 5
MXQ PRO 4K 5905 p201
EVPAD PRO RR£2
Sunchip TV box
Unblock Global Edition S800
RockTek A2V
Askoy Set-top box
JVC 657

Model Name
SAMSUNG-SM-NS00A
XT1082
Phel XL
PIXEL2XL

ONEPLUS A3010

EVPAD-TW-MAX

EVPAD-PRO-MAX
CX A¥
Giobal_Editon_S800

Device Type
Android Smart Phone
Android Smart Phone
Android Smart Phone
Androd Smart Phone
Androd Smart Phone
Android Smart Phone
Androxd Smart Phone
Androd Smart Phone
Androd Smart Phone
Android Smart Phone

Android TV box
Androd TV box
Androxd Smart Phone
Android TV box
Androd TV box
Androd TV box
Androd TV box
Ancrod TV box
Androd TV box
Smat TV

NpRsBestssa888888588




Mt R Z 2 IR -Insecam

?J: $ﬁ,f‘(?;%§ﬁlj l\\l__lﬂljj ; 5 -I-E-J | l\\l__l EQ}-%?;%& 1 A
%@JED FEESH
) Watch live surveillance online | X 4 o - X
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Watch Hi3516 camera in Taiwan, Province Of Watch Hi3516 camera in Taiwan, Province Of Watch Hi3516 camera in Taiwan, Province Of
,Taitung ,Taipei ,Taipei




J/Users/rapid7/freetools>perl iotScanner.pl 1.23.123.431,
1.23.123.443,1.23.123.453,1.23.123.457,1.23.123.459,1.23.123.461,1.
23.123.462,1.23.123.463,1.23.123.465,1.23.123.466,1.23.123.467,1.23
.123.469,1.23.123.472,1.23.123.473,1.23.123.475,1.23.123.477,1.23.1
23.479,1.23.123.480,1.23.123.481

device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device
device

O T S S N SF W S Wy S Gy S Gy SE G

23,
.23.
oD%
23,
23,
23
.23.
23
.23,
23
235
23,
23
23,
23,
23
23
.23.
KA 3

123.
123.
123.
123.
123.
123.
123.
IVER
123.
123.
123.
123.
123.
123.
123.
123.
123.
123.
123.

431
443
453
457
459
461
462
463
465
466
467
469
472
473
475
477
479
480
481

EZiEsa A0 T3

is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is

2 {7

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type

Stardot still has default passwd
Arecont has changed passwd

American Dynamics has changed passwd
W-Box has changed passwd

Arecont has changed passwd

American Dynamics has changed passwd
W-Box has changed passwd

Arecont has changed passwd

American Dynamics has changed passwd
W-Box has changed passwd

Arecont has changed passwd

American Dynamics has changed passwd
W-Box has changed passwd

W-Box has changed passwd

W-Box has changed passwd

W-Box still has default passwd
Arecont has changed passwd

American Dynamics has changed passwd
American Dynamics has default passwd

AL B I P4 Fs im i


https://image.3001.net/images/20161227/14828134627729.jpg
https://image.3001.net/images/20161227/14828134627729.jpg

snmp_set_fuzz
target =
port =
count =

nic = conf,route.route(target)[ ]

Target = SnmpTarget(name= , monitor_port=port, community=
oird= , version= , target=target, nic=nic, fuzz_count=count)

Target.read_test_case_from_pcap(

Target. fuzz()

SNMPER{EARE A BH~HImachiilt - B2 S macilii&RE
ETRER - RAEBABRIEBBEAIMacE B SR EER -
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W xmooRhiREARAE(BAEER)
Nessus
Microsoft Baseline Security Analyzer
Shadow Security Scanner
Retina Network Security Scanner
SNMP Fuzzer
IoT-Implant-Toolkit
Attify Zigbee Framework
IoTSeeker
CloudMapper
X- Scan
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HP Designjet Z6100 60 in Photo

® L
LTCP Tepomx
21TCP FTP
23/TCP Telnet
80/TCP HTTP

280/TCP HTTP

JIXTCP Exec

513/TCP Login

S14/TCP Tepwarpped

515TCP Line Ponter Dasmon protocol

2000/TCP Tepwarpped

3060/'TCP Tepwarpped

2001 TCP Veom-tunne]

2025/TCP Smmple Object Access Protocol

2026/TCP Simple Object Access Protocol

2090'TCP Smmple Object Access Protocol

9100/ TCP Jetdirect

9103/TCP Jetdirect

S104/TCP Jetdirect
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. 59215 (Weak Guessable or Hardcoded Passwords)

. ALERAERERYE  (Insecure Network Services)

. FEEMERRE  (Insecure Ecosystem Interfaces)

. FLEEMNEFHES]  (Lack of Secure Mechanism)

. FRAZZRTH  ( Insecure Outdated Components)
. [ERPEAE  (Insufficient Privacy )

. AZEWEREBNFET  (Insecure Transfer

. RZHERTE (Lack of Device )

. AZEMIER  (Insecure )

10. G/ VYEMERRRE  (Lack Hardening)

1
2
3
4
)
6
7
8
9
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Manufacturer List

For each manufacturer, we list the username first and pasword section in the follow
username/password. Where manufacturers have multiple defaults, or differences i1

firmwares, we have noted it

e ACTI: admin/123456 or Admin/123456

* American Dynamics: admin/admin or admin/9999

e Arecont Vision: none

* Avigilon: Previously admin/admin, changed to Administrator/<blank> in later 1
versions

* Axis: Traditionally root/pass, new Axis cameras require password creation du
(though root/pass may be used for ONVIF access)

» Basler: admin/admin

s Bosch: None required, but new firmwares (6.0+) prompt users 10 creale passw
login

e Brickcom: admin/admin

e Canon: root/camera

* Cisco: No default password, requires creation during first login
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Web Configurator

Login

Account admin
Password  |sssess | |
Language Englsh o

Login | Reset
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